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Improvement of identification 
keys by user-tracking

Gerd Schmidt, Mircea Giurgiu, Sónia Hetzner, Fred Neumann

Abstract — Identifications keys are indispensable tools for identifying 
organisms and understanding biodiversity. It is therefore advantageous to 
give a broad public access to these tools. Due to the fact that these tools are 
used by very different target groups – pupils, students, researchers, etc. – 
customisation and quality enhancement are crucial for effective and appealing 
identification keys. The evaluation of key software by inquiring users is 
always influenced by various, often subjective impressions and is usually 
restricted to a small number of them. The identification keys developed in the 
framework the KeyToNature project are available on electronic devices and 
allow registering the actions of single users during the identification process. 
By transferring user actions to an Learning Management System (LMS) like 
ILIAS OpenSource, where they can be correlated to user-data like experience 
in the field of identification, courses visited, age etc., it is not only possible 
to identify the problems a individual user did encounter and the mistakes he 
made, but also to conduct statistical evaluations to review and substantially 
improve the keys, to solve problems with single questions, and to optimise 
customisation to the different user groups.

Index Terms — identification keys, user-tracking, eLearning, Rich Internet 
Application, customisation, evaluation.

——————————  u  ——————————

1 introduction

Identification keys (id-keys) are indispensable tools to identify organisms, 
which is a basic process for understanding nature and preserving 
biodiversity. The European project KeyToNature aims at developing and 

improving identification keys for all media, including electronic devices such 
as smartphones and all types of computers. [1]. This form of electronic keys 
permits – as a fundamental new possibility – to record every action performed 
by users of a key, which is named here “tracking-feature”. Every wrong 
alternative chosen by the user, every achieved species name, accepted as 
right or rejected as wrong, can be registered. Gathering these information in a 
Learning Management Software (LMS) [2], where it can be related to all user-
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specific data (pre-knowledge, courses taken, age) enables a new benchmarking 
of identification software and keys.

Therefore an add-on for the LMS ILIAS [3] was developed, that consists 
of a logging service to record every action a user performs in an id-key, and 
an evaluation service that performs basic statistical analysis for continuous 
monitoring and quality enhancement. 

The “logging service” in connection with the “tracking feature” inside the Flex 
Player [4] or the Open Key Player [5, 6] enables us to track user behaviour for 
continuous improvement of id-keys, to correlate the results with user groups: 
age, education, previous experiences etc., and to gather an enormous amount 
of information about how users use the key.

The “evaluation service” with filtering and exporting features offers automated-
evaluation processing at low efforts, testing the eligibility of keys for user groups 
(e.g. age) by the filtering feature and exporting all information for further and 
more detailed analysis.

2 what we want to know exactly

The above described services aim at continuously providing updated user 
requirements for the further development and customisation of the id-keys. More 
concretely, information such as: How long users need to orient themselves in 
the key (especially true for multi-access id-keys)? How does the user navigate 
in the key (choose an alternative, undo a choice, and restart because of feeling 
lost)? How long does a user need to answer every single question? How much 
time does a user need for one identification run? Does she or he reach the 
correct result at the first attempt? Does she or he feel satisfied or certain to have 
correctly identified the organism? How long does she or he use the key at all?

Additionally it is also extremely interesting to analyse the influence of pre- 
knowledge and use of the id-key, as well as the specific pedagogical settings. 
Furthermore, it is most interesting to investigate further factors that influence the 
results, such as age, gender, school type, etc.

To answer these questions, it is necessary to get information about every 
single event within the usage of a key, and its duration. All data are gathered by 
the logging service, and a first automatic analysis is performed by the evaluation 
service that was first developed for ILIAS and in the Open Key Player (single-
access keys) and the Flex Player (multi-access keys).

3 how doeS the proceSS work

3.1 integration overview

The information flow in the collaboration between the LMS (ILIAS) and the key 
software is shown in Fig. 1.
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Fig. 1 – Information flow LMS - User - Key-Software - LMS - Outside.

3.2 data tranSmitted to the key (Step 1 and 2)

The information transmitted to the Open Key Player software consists of 
the name of database to be used by the Player, a reference-id to specify the 
ILIAS object representing the key, and a user-specific session-id to correlate 
the tracking of data to the individual user when they are sent back to the LMS.

3.3 logging of uSer interactionS (Step 3)

The key sends back every user action to the LMS by appending them to the 
URL of the logging service, together with the reference-id and the session-id. 
The log entry is written by ILIAS only if the session_id is valid. The logging 
service is responsible to add a time stamp to every action recorded. 

3.4 evaluation Service (Step 4)

The evaluation service inside the LMS performs the tasks of filtering and 
exporting the log events by user profile data (age range, education, precognition, 
e.g., lessons or courses attended before the key was used). It is also able 
to perform a first analysis of data such as a count of the total number of key 
sessions (how often the key was used at all), the average time of a key session 
(is the key exciting or boring to the users?) or the average time to answer a 
question (is it simple or difficult?). It can also count how often an answer was 
revised, etc.

4 logging eventS provided by the key reSpectively by the key-
player Software

The information sent back by the key and logged by the LMS was designed to 
serve a broad list of types of keys, and should be open for future developments. 
Therefore it was decided to log four parameters that can be freely filled with text-
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strings or numeric values.

4.1 example for tracking a multi-acceSS key

Multi-access keys were the first type for which user-tracking was established. 
In this type of keys, users can select the question they want to answer first, 
so that they need some time to orient themselves in the key. At the end of the 
identification they can decide if they are confident with the result or if they want 
to restart the determination process. With the sorting and filtering feature of the 
logging service the log-events can be filtered and exported for further evaluation.

Fig. 2 – Tracking example for a multi-access key 
(the lines have been coloured manually).

Data are sorted by user and time, so that the actions of single users within the 
key can be easily observed. For example, pupil 1 performs an identification step 
but is “NOT satisfied with the result” reached in the first step of the identification. 
Thus, he does an “Application Reset” and finishes with the correct result. 
Statistical analysis of large amounts of tracking data can identify certain questions 
that often lead to wrong results, or are re-visited many times. Accordingly, these 
specific questions are improved and closely evaluated in further testing events.

4.2 example for the tracking of a Single-acceSS key

The following table was extracted from the log file of a determination of trees 
and shrubs in a Romanian school. The “History revision” (marked in yellow) 
represents selections that have been revised. The option number 198 was 
independently re-visited by more pupils, which indicates that this alternative is 
not clear enough. 
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Fig. 3 – Tracking example for a multi-access key (Grey lines represent tracking events 
that have been removed to restrict the length of the table).

5 feedback from the uSer tracking to the key builderS by analySiS 
of the logfile

Without any explicit analysis, simply by sorting and filtering functions, the 
logfile provides insight into how single users move in the key, how many times 
they reached a result, rated it as right or wrong. It also provides a list of the 
species they found with the key or how many organisms they tried to identify. 
The logfile of the user tracking can be statistically analysed, basically in the LMS 
with the evaluation service itself, and in a more extended and detailed way when 
exported as an Excel-sheet for further analysis.

The following calculations may be used as feedback to improve the key and 
are directly provided by the logging service in the LMS:

1. Key starts / Results assumed as correct or wrong
2. Time to select a question (multi-access keys only)
3. Time to answer a question
4. Time to successfully identify a species
5. Most selected questions (multi-access keys only)

To get additional, statistical information, the log-file can be exported for more 
detailed analysing. 
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Fig. 4 – Log-File of class A after second level analysis. “Species found” refers to the 
result the identification.

6 reliability and performance

The testing events that took place in a Romanian school have been conducted 
with two classes, concurrently using the Open Key Player software that was fed 
by a Dutch database, sending the log data to a LMS hosted in Germany. Nearly 
4000 datasets were recorded without problems and without significant load to 
the servers. The logging service is estimated to be reliable and scalable, and 
able to gather large amounts of information about the usability of keys in Europe.

7 concluSionS

The combination of identification tools with tracking features and a logging 
and evaluation service in an LMS can give objective information about user 
behaviour and the quality of identification keys. The filtering features allow 
differentiating the appropriateness of keys for different user groups and enable 
the authors of keys to improve them over time, adapting them to the needs of 
different target groups. The application is robust and reliable, and can handle a 
high number of concurrent users. As the actual evaluation of a single key can 
be conducted by hundreds of LMS-Systems, the next step will be to hand back 
user-specific quality indicators to the key or the key-database by means of the 
key-player software.
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